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ABSTRACT
Multiple-input multiple-output (MIMO) systems find im-
mense potential and applicability in the long term evolu-
tion (LTE), 5G, Internet of Things (IoT), vehicular ad hoc
networks (VANETs), and tactical communication systems.
Jamming poses significant communication hindrance as well
as security risks to the wireless communication systems. The
achievable rate and reliability are the two most compromised
aspects of a wireless link under such severe jamming. Owing
to the high capacity and reliability of MIMO systems, they
are increasingly used in tactical and critical applications.
Therefore, it becomes essential to assess and enhance their
sustenance under hostile jamming scenarios. To this end,
we address the rate and reliability requirements of a MIMO
OFDM system and propose a novel rate-reliability beam-
former transceiver design for highly reliable and spectrally
efficient operation under the most detrimental jamming at-
tacks. We consider the disguised all band and multiband
jamming where the jammer continuously attempts to mimic
the legit transmissions. Additionally, we evaluate the rate
and reliability performance under barrage jamming.
The significant contributions of the proposed rate-
reliability beamformer scheme are: (i) achieves a minimum
of 2 orders of magnitude better reliability in contrast to the
state-of-the-art, (ii) outperforms the state-of-the-art scheme
by 1.4× with regards to achievable spectral efficiency, (iii)
a very low complexity (O (|Q|)) decoder is presented, and
(iv) first work to evaluate the performance of state-of-the-art
transmit diversity scheme under hostile jamming attacks.
Index Terms— Anti-jam, jammer resilient, MIMO-
OFDM, adaptive MIMO, disguised jamming, beamformer,
time-varying beamformer, high rate, high reliability, hostile
jamming, denial-of-service, DoS attack
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I. INTRODUCTION
With the rise in the need for safety-critical vehicular
and tactical communications, the need for jammer-aware or
jammer resilient systems that can sustain communication
links in the presence of jamming is increasing [1]. The
spectrum efficiency and capacity of long term evolution
(LTE) has led to its adoption for public safety, emergency-
response, vehicular, and tactical communication systems [2].
Tactical wireless networks are often subject to hostile jam-
ming attacks. High reliability and higher spectral efficiency
are the key requirements of such wireless links that are
subject to jamming attacks. These key requirements form the
motivation and focus of this work. Jamming is a detrimental
Denial-of-Service (DoS) attack in wireless communications
that disrupts cellular networks [3]. The effects of jamming on
public safety communications [4], tactical communications
[5], cellular systems [6], etc. is a widely studied topic.
In DoS attacks, the malicious attacker attempts to keep
the communication channel busy to deny communication
to legitimate users. With advancements in technology, the
jamming threats are evolving to cognitive, disguised, and
stealthy strategies. Such jamming attacks render traditional
frequency hopping schemes, low probability of detection
schemes to counteract reactive jamming, etc. less reliable.
The increased data rate, link range without additional band-
width or transmit power requirements are leading to the
widespread adoption of multiple antenna diversity systems
[7]–[9]. Multiple-input multiple-output (MIMO) systems can
be exploited to obtain diversity and spatial multiplexing
gains leading to increased capacity. Antenna diversity pro-
vides the receiver with multiple copies of the transmitted
symbols which enhances link reliability by combating fading
and interference. Owing to the increased capacity of MIMO
systems, several modern mobile wireless systems such as
LTE, 4G, WiMAX, WiFi, HSPA+, and DVB-NGH have
adopted multiple antenna diversity [8]. Orthogonal Fre-
quency Division Multiplexing (OFDM) is a popular scheme
for broadband wireless communication (WLAN, cellular
systems) that is robust against multipath fading. However,
OFDM systems are severely affected by jamming. The ef-
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fects of jamming attacks on OFDM systems was elaborately
studied in [10]–[12].
The increasingly severe hostile jamming attacks prompt
the need to adopt jammer-resilient strategies. In this work,
we address the rate and reliability aspects of a communi-
cation system to design a novel rate-reliability time-varying
beamformer along with a very low complexity decoder for
symbol detection at the receiver. The system under consid-
eration here is a MIMO-OFDM communication system.
This article is organized as; few related works are com-
pared and contrasted in Section II, Section III elaborates
the proposed rate-reliability beamformer, low complexity
decoder, and the jamming attack model, Section IV describes
the benchmark scheme and extensive performance evalua-
tions, and finally the work is summarized in Section V.
II. RELATED WORKS
Jamming mitigation strategies for single and multiple
antennas are a subject of active research. [13], [14] proposed
anti-jam transmit precoding strategies for single-antenna sys-
tems. The authors of [15] proposed a jammer-resistant shared
key establishment using uncoordinated frequency hopping
thereby breaking the circular dependency with preshared
code. The shared key is then utilized to generate a frequency
hopping pattern allowing the nodes to communicate in a
coordinated frequency hopping manner in the presence of
a jammer. Similarly, other jammer resistant uncoordinated
frequency hopping schemes were analyzed in [16]–[18].
Han et.al [19] proposed a jammed pilot mitigation strategy
for OFDM systems to detect and extract the pilot tones.
The authors considered narrowband jamming where only
the pilot tones are jammed. However, these schemes either
consider the possibility of being able to switch frequencies
in a given bandwidth or a narrowband jammer where only a
portion of the spectrum is affected. Such schemes will fail
for an all band disguised/barrage jamming where the entire
signal spectrum or wider bandwidth (in case of barrage) is
jammed.
Several works studied the benefit of combining MIMO
with OFDM for wireless communications. The jamming
resilience of the MIMO-OFDM system with interference
cancellation and precoding was studied in [20]. A MIMO
based blind jamming mitigation algorithm that leverages
information from pilot bits was introduced in [21]. Their
work is limited by the requirement of more antennas than the
jammer at the receiver. Both these schemes focus on receive
side mitigation strategy only. In contrast, our work proposes
the rate improvement with transmit diversity scheme (es-
sential to attain higher spectral efficiency) as well as a low
complexity decoder to reliably detect the information sym-
bols. A transmit-side beamforming for jammer mitigation
was studied in [22]. In this work, the authors considered a
Gaussian distributed jamming signal which could be more
representative of a barrage jammer. In our work, however,
we consider disguised jamming under all and multi-band
scenarios in addition to barrage where either all or a portion
of the OFDM subcarriers are jammed. Furthermore, the
disguised jamming represents the jamming attacks whereby
the jammers mimic the legit user’s transmissions making
them an even harder detection problem at the receiver.
Distributed MIMO decoding algorithms for decoding under
jamming was proposed in [23]. A major limitation of this
approach lies in the polynomial complexity of the decoder
which grows as a polynomial in the constellation size (|Q|).
Further, the authors do not reveal the spectral coverage of the
jammer considered in their simulations. In contrast, our rate-
reliability beamformer assures both higher rate and reliability
under the most detrimental jamming attacks while achieving
very low decoding complexity of O (|Q|). The low decoding
complexity makes it suitable for practical implementation
and commercial use.
Several works have studied the benefits of combining
space time block coding (STBC) with beamforming [24]–
[30]. Beamforming can be adopted either in the transmit or
receive side. The works in [27], [28], [30] studied transmit
diversity scheme by combining the traditional Alamouti
[31] scheme with linear beamforming. However, a major
limitation of this system in contrast to the proposed scheme
is its symbol transmission rate and robustness to various
jammer attacks. The performances of such transmit diversity
schemes have not been demonstrated before under severe
jamming. The availability of portable jamming devices as
well as the increased adoption of MIMO systems for tactical
applications necessitates the need to study the effects of
jamming on these conventional schemes. To this end, we
will conduct extensive numerical simulations in Section IV
to compare and contrast the effects of jamming on a state-of-
the-art scheme and the proposed rate-reliability beamformer.
This work aims to improve the resiliency of MIMO systems
against jamming attacks with the following contributions:
• In order to combat jamming, we propose a novel high
rate-reliability time-varying beamformer design. This is
the first work that unifies achievable rate as well as
reliability in the beamformer design for operation under
disguised hostile jamming.
• In order to achieve a higher rate and reliability without
increasing the complexity, we present the conditional
ML decoding of complexity O (|Q|) to decode the in-
formation symbols from the beamformed transmissions.
• A highly reliable, high rate MIMO design that is robust
to different types of jamming attacks are presented and
demonstrated with extensive numerical simulations.
• First work to study the effects of various hostile
jamming attacks on widely adopted transmit diversity
scheme.
III. PROBLEM FORMULATION
In this section, we present a detailed account of the
proposed rate-reliability beamforming strategy, a low com-
plexity decoder, and the various jamming attacks considered
in this work.
III-A. Rate-Reliability Beamformer Design
The key requirements in our design are,
(i) High Rate: The high rate will be achieved by exploit-
ing the space-time diversity of STBC. Here, we consider
a 2 × 2 MIMO system, the conventional Alamouti scheme
offered a symbol rate of only 1 symbols/s whereas the STBC
proposed in [32] offered a symbol transmission rate of 2
symbols/s. In this design, therefore we will be considering
this rate-2 STBC.
(ii) High Reliability: Conventional beamforming [33]
improves the symbol reliability by transmitting all available
power along the channel’s strongest direction. Beamformer
can be viewed as the precoding to the symbols from multi-
ple transmit antennas along the intended channel direction.
To further improve the resiliency, we will incorporate the
minimum bit error rate (BER) precoding [13] to the design.
We will incorporate the aforementioned ingredients to
result in a rate-reliability beamformer design. Eigen-
Beamforming is a MIMO technique whereby the system
capacity is enhanced by transmitting multiple beams point-
ing to orthogonal directions along the eigenvectors of the
channel’s correlation matrix. The proposed jammer resilient
rate-reliability beamformer design can be expressed as
BRR = CpD
1/2
H U
H
H (1)
where Cp is the precoded 2 × 2 rate-2 STBC [32] (with
rotation angle φ) for Quadrature Amplitude Modulation
(QAM) modulations, DH is the diagonal power loading
matrix, and UH =
[
u11 u12
u21 u22
]
is the eigenvector matrix
whose columns (ua,ub) are eigenvectors of channel cor-
relation matrix RH . The spectral decomposition of RH
is RH = UHD
1/2
H U
H
H where DH = diag(δ1, δ2) is the
diagonal matrix with diagonal elements δ1, δ2. The MIMO
transceiver adapts the power loading (DH ) on the eigen-
beams and the eigenvectors to direct the beams based on the
estimated 2× 2 channel matrix H.
Precoding of the STBC can be performed after STBC
encoding on the two output symbol streams from the
STBC encoder. The STBC encodes four information sym-
bols {x1, x2, x3, x4} ∈ Q over two transmit antennas
and over two epochs yielding a rate-2 transmission (R =
2symbols/s/Hz). The STBC (C) takes the form,
C =
[
x1 sinφ1 − x∗2 cosφ1 x3 sinφ2 − x∗4 cosφ2
−x∗3 sinφ2 + x4 cosφ2 x∗1 sinφ1 − x2 cosφ1
]
(2)
For notational simplicity, let us represent the 2×2 STBC in
equation (2) as,
C =
[
C1 C2
−C∗2 C∗1
]
(3)
where C1 = x1 sinφ1 − x∗2 cosφ1 and C2 = x3 sinφ2 −
x∗4 cosφ2. The optimal angles φ1 and φ2 =
pi
2 − φ1 are
chosen to maximize the diversity and coding gain as in [32].
Here, the rows and columns of C represent the channel
use (epochs/time slots) and transmit antennas respectively.
Hence, 4N QAM information symbols will yield two symbol
vectors si ∈ C2N at the output of STBC encoder. The
precoded STBC can be given as
Cp = P
[
s1 s2
]
(4)
where P is the precoder matrix and Nc is the number of
OFDM subcarriers. Additionally,
∑
k ρ
2
k = P imposes a
total power constraint to the precoding strategy. Two types of
precoding are considered; full and multi-band precoding. As
the names suggest, by definition a full precoder protects the
entire OFDM subcarriers whereas the multi-band precoder
protects an arbitrary set of subcarriers. Accordingly, the
precoder matrices for the full and multi-band precoders are
defined as
PF =
[
diag (ρ1, ρ2, · · · , ρ2N )
0
]
Nc×2N
, (5)
PM =
[
diag (ρ)
0
]
Nc×2N
(6)
where is ρ ∈ R2N is a vector with non-zero values at
jammed subcarrier locations. The rate-reliability beamformer
of equation (1) can be expanded as in equation (7). Here,
C1p , C2p simply denote the precoded STBC symbol encod-
ings as introduced in the previous section. Hence, our beam-
former BRR can be viewed as a time-varying beamformer
with the rows acting as beam-steering vectors at each epoch.
The rows of the beamformer are projected on 2 orthogonal
eigenvectors that are invariant with respect to the 2 time
slots. Similarly, the power loading factors dictated by the
constants δ1 and δ2 are time-invariant across the 2 epochs.
Hence, the beamformer BRR allocates invariant power along
invariant eigen directions that are multiplexed with different
weights (time and transmit antenna variant) as dictated by
the elements of the precoded STBC Cp. The optimal eigen-
beams are power-loaded according to a spatial water-filling
principle. In this way, we have designed a rate-reliability
beamformer design that enjoys the benefits of high spectral
efficiency and reliability.
III-B. Decoder Design
Assuring higher rate and reliability under hostile jamming
attacks while maintaining a low decoder complexity is
essential to promote practical use. To this end, we design
a decoder with very low decoding complexity. Consider
BRR =
[ √
δ1C1pu
∗
11 +
√
δ2C2pu
∗
12
√
δ1C1pu
∗
21 +
√
δ2C2pu
∗
22
−√δ1C2pu∗11 +
√
δ2C1pu
∗
12 −
√
δ1C2pu
∗
21 +
√
δ2C1pu
∗
22
]
(7)
a coherent MIMO system with the received signal model
expressed as,
Y =
√
PBRRH+ J+N (8)
where P is the transmit power per antenna,Y = [y1 y2] is
the received signal matrix, yi =
[
y1i y
2
i
]T
is the received
signal vector at the i-th receiver antenna, BRR is the rate-
reliability beamformer matrix, H is the Rayleigh flat fading
channel matrix, J is the hostile disguised jamming signal,
and N is the additive white Gaussian noise matrix. The
superscript 1 and 2 indicates the epochs. The first step
at the receiver, post filtering,synchronization, and OFDM
demodulation is the full/multi-band decoding as given by
Cˆ = DY (9)
where D is the full/multi-band decoder expressed as
DF =
[
diag (1/ρ1, 1/ρ2, · · · , 1/ρK) 0
]
2N×Nc (10)
DM =
[
diag (1/ρ) 0
]
2N×Nc (11)
Here, 1/ρ is the vector whose elements are 1/ρi at the
jammed subcarrier locations. Considering the channel matrix
H =
[
h1 h2
]
=
[
h11 h12
h21 h22
]
, the received symbols at
i-th receiver antenna during time slot-1 can be expressed
as in equation (12). Similarly, the conjugate of the expres-
sion corresponding to time slot-2 can be represented as in
equation (13). In equations (12) and (13), j1i , j
2
i , n
1
i and
n2i represent the jammer and noise terms respectively. The
notations Cˆ1, Cˆ2 imply the detected equivalents of the STBC
elements. Expressing yi in the equivalent virtual channel
fading matrix (EVCM) manner we get equation (14), where
Gi is the EVCM with respect to the i-th receiver antenna.
The equivalent form after channel equalization is expressed
in equation (15). The conditional maximum likelihood (ML)
decoding can be now performed on the received symbols
from the sufficient statistic and intermediate symbols. The
sufficient statistics are obtained from the below equation
rj =
1
2
1∑
i=0
aji (16)
where j = 1, 2 implies the time slot notation, j = 1 will
give the symbols x1, x2 and j = 2 will yield x3, x4. The
intermediate signals can be represented as
r˜j = rj −
√
P
4
Ψ [−x∗2i cosφi] (17)
where Ψ is the diagonal element of GiGHi . For each of the
Q constellation points, the conditional ML estimate x2i−1|2i
is obtained by minimizing the cost function
Λ
(
x2i−1|2i
)
=
∣∣∣∣∣rj −
√
P
4
Ψ
[
x2i−1|2i sinφ− x∗2i cosφ
]∣∣∣∣∣
2
.
(18)
The symbol pair x2i−1|2i, x2i that minimizes the above cost
function yields the correctly decoded pair. The complexity
of the presented conditional ML decoding is O (|Q|). The
summary of encoder and decoder steps to achieve the rate-
reliability beamforming is shown in Transceiver Design 1.
Transceiver Design 1 Rate-Reliability Beamformer
Input: QAM Information symbols {x1, x2, · · · } ∈ Q
Output: Decoded symbols {xˆ1, xˆ2, · · · }
Transmitter:
1: Rate-2 STBC Encoder:
C =
[
x1 sinφ1 − x∗2 cosφ1 x3 sinφ2 − x∗4 cosφ2
−x∗3 sinφ2 + x4 cosφ2 x∗1 sinφ1 − x2 cosφ1
]
4N information symbols yield two symbol vectors si ∈
C2N
2: Full or Multi-band precoding:
Cp = P
[
s1 s2
]
3: OFDM Modulation
4: Rate-Reliability beamformer
BRR = CpD
1/2
H U
H
H
Receiver:
5: OFDM Demodulation
6: Full or Multi-band decoder Equation (9)
7: Channel Equalization Equation (15)
8: Obtain Intermediate Signals Equation (17)
9: Symbol pair detection by minimizing cost
function in Equation (18)
10: return {xˆ1, xˆ2, · · · }
III-C. Jamming Attack Model
Jamming is a major DoS attack by which the adversaries
can disrupt the communication resulting in throughput degra-
dation and network holes. In this work, we will consider two
types of jamming: (i) Disguised and (ii) Barrage.
We define disguised jamming as the scenario where the
jammer attempts to mimic the legit users by choosing the
symbols from the same symbol constellation. In the OFDM
system considered in this work, we define the disguised
jammer to be following the same symbol modulation and
OFDM structure as the legit user. This is an increasingly
severe hostile environment where the similarity between the
y1i =
(√
δ1u
∗
11h1i +
√
δ1u
∗
21h2i
)
Cˆ1 +
(√
δ2u
∗
12h1i +
√
δ2u
∗
22h2i
)
Cˆ2 + j
1
i + n
1
i (12)
y2
∗
i =
(√
δ2u
∗
12h1i +
√
δ2u
∗
22h2i
)
Cˆ1 −
(√
δ1u
∗
11h1i +
√
δ1u
∗
21h2i
)
Cˆ2 + j
2∗
i + n
2∗
i (13)
[
y1i
y2
∗
i
]
=
[
j1i
j2
∗
i
]
+
[
n1i
n2
∗
i
]
+
[
Cˆ1
Cˆ2
] [(√
δ1u
∗
11h1i +
√
δ1u
∗
21h2i
) (√
δ2u
∗
12h1i +
√
δ2u
∗
22h2i
)(√
δ2u
∗
12h1i +
√
δ2u
∗
22h2i
) − (√δ1u∗11h1i +√δ1u∗21h2i)
]
︸ ︷︷ ︸
Gi
(14)
[
a1i
a2i
]
=
(
δ1‖hiua‖2 + δ2‖hiub‖2
)
I2
[
Cˆ1
Cˆ2
]
+GHi
[
j1i
j2
∗
i
]
+GHi
[
n1i
n2
∗
i
]
(15)
Fig. 1. Legit Transmitter-Receiver 2 × 2 MIMO link under
active jamming
jammer and legit user makes it hard to distinguish at the
receiver. We consider two types of disguised jammer: (i) All
band and (ii) Multi-band. All band jammer covers the entire
OFDM subcarriers as the legit user whereas the multi-band
will only affect an arbitrarily chosen portion of the spectrum.
Barrage jamming refers to the high power white Gaussian
noise transmission from the hostile transmitter. Such jam-
ming attacks is distributed over a wide spectrum band. In all
cases, the jammer is assumed to continuously transmit and
therefore the legit user is always operating in the presence of
active jamming. The envisioned jamming scenario in which
the legit user’s communication link is under continuous
jamming is depicted in Fig.1.
IV. PERFORMANCE ANALYSIS
IV-A. Conventional Alamouti-Beamformer
State-of-the-art wireless communication standards such
as IEEE802.11n, IEEE802.16e, LTE, and LTE-Advanced
employ the Alamouti scheme to achieve higher spectral
efficiency by exploiting transmit diversity. These commu-
nication standards are widely used in tactical, vehicular,
industrial, and cellular applications. Hence, we will use
the Alamouti beamformed systems [27], [28], [30] as the
performance benchmark. In this section, we will discuss
the conventional Alamouti beamforming technique as the
preface to our performance evaluations. The conventional
Alamouti based linear beamformer can be expressed by the
2D matrix,
Bc = XD
1/2
H U
H
H (19)
where X is the 2×2 Alamouti STBC formed of information
symbols {x1, x2} given by X =
[
x1 x2
−x∗2 x∗1
]
. Following
the receiver model in equation (8), the EVCM form can be
derived as[
y1i
y2∗i
]
=
[√
δ1u
H
a hi
√
δ2u
H
b hi√
δ2ubh
H
i −
√
δ1uah
H
i
]
︸ ︷︷ ︸
Gi
[
x1
x2
]
+
[
j1i
j2∗i
]
+
[
n1i
n2∗i
]
(20)
The symbol detection can be performed by the following
linear operation at the receiver[
xˆ1
xˆ2
]
= GHi
[
y1i
y2∗i
]
(21)
The single symbol decodability of the Alamouti scheme
allows for symbol detection by linear processing at the re-
ceiver. The higher rate STBC inclusion in our rate-reliability
beamformer design requires specific decoding at the receiver
as detailed by the conditional ML decoding shown in section
III-B. However, the ability to incorporate the higher symbol
transmission rate to the rate-reliability beamformer while
maintaining a low decoding complexity of O (|Q|) is a
significant contribution of this work.
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IV-B. Performance Evaluations
We validate the performance of the proposed system de-
sign under diverse jammer threats in MATLAB simulations.
The OFDM scheme is similar to IEEE802.11a which has 64
subcarriers of which 52 are data subcarriers. The simulations
further consider flat-fading Rayleigh channel in AWGN and
4-QAM modulation to achieve a maximum spectral effi-
ciency of 4 b/s/Hz whereas, with lower symbol transmission
rate STBC such as Alamouti, the QAM constellation must
be 16 to achieve the same spectral efficiency. The power
spectral densities of the all band, multi-band, and barrage
jammers are shown in Figures 2, 3, 4. Figure 2 shows the
disguised all band jammer under very high jamming power
which completely buries the legit user’s signal. Figure 3
shows the disguised multi-band scenario where an arbitrary
set of subcarriers are jammed and therefore a portion of the
legit user’s signal is buried in the jamming signal. Finally,
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Fig. 4. Power Spectrum Density under Barrage Jamming
the barrage jamming which sends Gaussian noise over a
wide spectrum (wider than that of the legit user’s signal)
is depicted in Fig.4.
In our simulations, we will analyze and contrast the
performances of the proposed rate-reliability beamformer
with full and multiprecoding as well as the conventional
Alamouti beamformer detailed in section IV-A. The legends
in the upcoming performance curves in Figures 5, 6, 7, and
8 correspond to the rate-reliability beamformer with full,
multiprecoding, and the benchmark scheme (discussed in
section IV-A) respectively.
Figure 5 denotes the disguised all band jamming scenario
where the jamming power is increased from very high to low
as denoted by the signal to jammer ratio (SJR) in the x-axis
of the plot. The rate-reliability with full precoding protects
all subcarriers equally and therefore performs better than
the rate-reliability beamformer where only a few arbitrary
subcarriers are protected. It is evident that both the rate-
reliability beamformer designs significantly outperform the
benchmark scheme.
Figure 6 studies the effect of barrage jamming with
varying power levels on the three schemes. Here again,
since the barrage jamming affects all the subcarriers, rate-
reliability beamformer with full precoding performs bet-
ter in contrast to rate-reliability with multiprecoding. Both
schemes significantly outperform the benchmark scheme by
2 and 3 orders of magnitude respectively.
The effect of multiband disguised jamming is demon-
strated in Fig. 7. Since only a portion of the spectrum
is affected, both rate-reliability schemes perform equally
well as all affected subcarriers are protected. Similar to the
previous tests, the benchmark scheme fails to perform.
Finally, to relate the effect of jamming on spectral ef-
ficiency, we analyze the spectral efficiency with all three
schemes under the most detrimental jamming scheme (dis-
guised all-band). We define spectral efficiency as the number
Signal-to-Jammer ratio (dB)
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Fig. 6. Bit error performance under barrage jamming
of useful bits transmitted per channel use [7] given by
η = R log2 |Q| (1−BER) (22)
where R is the symbol transmission rate and |Q| denotes
the cardinality of the QAM constellation Q. Both rate-
reliability schemes have a symbol transmission rate ofR = 2
symbols/s whereas the benchmark scheme has a rate of
R = 1 symbols/s. It is evident that the rate-reliability
schemes achieve its full spectral efficiency at SJR = −10
dB while the benchmark scheme was still able to achieve
only ∼ 2.8 b/s/Hz.
These tests reveal the weaknesses of the conventional
Alamouti beamforming scheme and the benefits of adopt-
ing the rate-reliability beamforming under active jamming
attacks. The reliability of the schemes were demonstrated
by the BER performance in Figures 5, 6, and 7. The rate
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performance is depicted by the spectral efficiency gain under
the most severe jamming attack in Fig. 8.
V. CONCLUSION
In this article, we presented a novel rate-reliability beam-
former design and its performance under diverse jamming
attacks. We demonstrate how superior rate and reliability
performance can be achieved by adopting such jammer-
resilient schemes for sustained operation under hostile jam-
ming attacks. The most disruptive jamming strategies such
as disguised and barrage were considered to validate the
jammer resiliency of the proposed schemes in Fig.5-Fig.8.
The rate-reliability beamformer with multiprecoding demon-
strated 2 orders of magnitude improved BER performance
compared to conventional Alamouti beamformer scheme
under disguised all-band and barrage jamming. The proposed
rate-reliability beamformer with full precoding exhibited 2
orders of magnitude superior BER performance under all-
band and barrage jamming. Under multi-band jamming,
the rate-reliability beamformer with full and multiprecoding
offered 3 orders of magnitude higher performance compared
to conventional Alamouti beamformer scheme. Finally, the
proposed rate-reliability scheme achieved 1.4× higher spec-
tral efficiency in contrast to the conventional scheme under
all band jamming. Therefore, the proposed solution offers
very high spectral efficiency and reliability under severe
jamming attacks while achieving a very low decoding com-
plexity rendering it suitable for practical jammer resilient
applications.
VI. REFERENCES
[1] K. B. Kelarestaghi, M. Foruhandeh, K. Heaslip, and
R. Gerdes, “Survey on Vehicular Ad Hoc Net-
works and Its Access Technologies Security Vulner-
abilities and Countermeasures,” arXiv e-prints, p.
arXiv:1903.01541, Mar 2019.
[2] T. Sepka and K. Ploskonka, “Use of commercial
cellular 4g lte in the tactical environment,” in Proc.
of IEEE/ACES International Conference on Wireless
Information Technology and Systems (ICWITS) and Ap-
plied Computational Electromagnetics (ACES), March
2016.
[3] R. P. Jover, J. Lackey, and A. Raghavan, “Enhancing
the security of lte networks against jamming attacks,”
EURASIP Journal on Information Security, vol. 2014,
no. 1, pp. 7, Apr 2014.
[4] A. Jagannath, J. Jagannath, B. Sheaffer, and A. Drozd,
“Developing a low cost, portable jammer detection and
localization device for first responders,” in Proc. of
IEEE Annual Consumer Communications Networking
Conference (CCNC), Jan 2019.
[5] S. D’Oro, L. Galluccio, G. Morabito, and S. Palazzo,
“Efficiency analysis of jamming-based countermea-
sures against malicious timing channel in tactical com-
munications,” in Proc. of IEEE International Confer-
ence on Communications (ICC), June 2013.
[6] J. Xiao, X. Wang, Q. Guo, H. Long, and S. Jin,
“Analysis and evaluation of jammer interference in
lte,” in Proc. of International Conference on Innovative
Computing and Cloud Computing (ICCC), 2013.
[7] A. Jagannath, J. Jagannath, and A. L. Drozd, “Towards
higher spectral efficiency: Rate-2 full-diversity complex
space-time block codes,” in Proc. of IEEE Global
Communications Conference (GLOBECOM), 2019.
[8] A. E. Falou, “Analysis and design of space-time block
codes for coded mimo transmissions,” in Te´le´com
Bretagne, Universite´ de Bretagne-Sud, 2013.
[9] Anu Jagannath, Jithin Jagannath, and Andrew Drozd,
“Breaking the bound: Rate-2, full diversity, or-
thogonal mimo-stbc transceiver design,” in arXiv
preprint:2005.00382, 2020.
[10] L. Jun, J. H. Andrian, and C. Zhou, “Bit error rate
analysis of jamming for ofdm systems,” in Proc. of
Wireless Telecommunications Symposium, April 2007.
[11] Y. Liang, J. Ren, and T. Li, “Secure ofdm system design
and capacity analysis under disguised jamming,” IEEE
Transactions on Information Forensics and Security,
vol. 15, pp. 738–752, 2020.
[12] M. J. L. Pan, T. C. Clancy, and R. W. McGwier,
“Jamming attacks against ofdm timing synchronization
and signal acquisition,” in Proc. of IEEE Military
Communications Conference (MILCOM), Oct 2012.
[13] T. Song, Z. Fang, J. Ren, and T. Li, “Precoding for
ofdm under disguised jamming,” in Proc. of IEEE
Global Communications Conference (GLOBECOM),
Dec 2014.
[14] M. Abdelhakim and T. Ren, J.and li, “Reliable ofdm
system design under hostile multi-tone jamming,” in
Proc. of IEEE Global Communications Conference
(GLOBECOM), Dec 2012.
[15] M. Strasser, C. Popper, S. Capkun, and M. Cagalj,
“Jamming-resistant key establishment using uncoordi-
nated frequency hopping,” in Proc. of IEEE Symposium
on Security and Privacy, May 2008.
[16] L. Xiao, H. Dai, and P. Ning, “Jamming-resistant
collaborative broadcast using uncoordinated frequency
hopping,” IEEE Transactions on Information Forensics
and Security, vol. 7, no. 1, Feb 2012.
[17] M. Strasser, C. Po¨pper, and S. Cˇapkun, “Efficient
uncoordinated fhss anti-jamming communication,” in
Proceedings of the Tenth ACM International Sympo-
sium on Mobile Ad Hoc Networking and Computing
(MOBIHOC), 2009.
[18] Q. Wang, P. Xu, K. Ren, and X. Li, “Delay-bounded
adaptive ufh-based anti-jamming wireless communica-
tion,” in Proc. of IEEE International Conference on
Computer Communications (INFOCOM), April 2011.
[19] M. Han, T. Yu, J. Kim, K. Kwak, S. Lee, S. Han,
and D. Hong, “Ofdm channel estimation with jammed
pilot detector under narrow-band jamming,” IEEE
Transactions on Vehicular Technology, vol. 57, no. 3,
pp. 1934–1939, May 2008.
[20] Q. Yan, H. Zeng, T. Jiang, M. Li, W. Lou, and Y. T.
Hou, “Mimo-based jamming resilient communication
in wireless networks,” in Proc. of IEEE Interna-
tional Conference on Computer Communications (IN-
FOCOM), April 2014.
[21] H. Zeng, C. Cao, H. Li, and Q. Yan, “Enabling
jamming-resistant communications in wireless mimo
networks,” in Proc. of IEEE Conference on Communi-
cations and Network Security (CNS), Oct 2017.
[22] Q. Liu, M. Li, X. Kong, and N. Zhao, “Disrupting
mimo communications with optimal jamming signal
design,” IEEE Transactions on Wireless Communica-
tions, vol. 14, no. 10, pp. 5313–5325, Oct 2015.
[23] S. Farahmand, A. Cano, and G. B. Giannakis, “Anti-
jam distributed mimo decoding using wireless sensor
networks,” in Proc. of IEEE International Conference
on Acoustics, Speech and Signal Processing (ICASSP),
March 2008.
[24] Zhongding Lei, F. P. S. Chin, and Ying-Chang Liang,
“Combined beamforming with space-time block coding
for wireless downlink transmission,” in Proc. of IEEE
Vehicular Technology Conference, Sep. 2002.
[25] R. H. Morelos-Zaragoza and M. Ghavami, “Com-
bined beamforming and space-time block coding with
a sparse array antenna,” in Proc. of International
Symposium on Wireless Personal Multimedia Commu-
nications, Oct 2002.
[26] A. Pascual-Iserte, A. L. Pirez-Neira, and M. A. La-
gunas, “A maximin approach for robust mimo de-
sign: combining ostbc and beamforming with minimum
transmission power requirements,” in Proc. of IEEE
International Conference on Acoustics, Speech, and
Signal Processing (ICASSP), May 2004.
[27] M. Lin, M. Li, L. Yang, and X. You, “Adaptive
transmit beamforming with space-time block coding for
correlated mimo fading channels,” in Proc. of IEEE
International Conference on Communications (ICC),
June 2007.
[28] G. Jongren, M. Skoglund, and B. Ottersten, “Com-
bining beamforming and orthogonal space-time block
coding,” IEEE Transactions on Information Theory,
vol. 48, no. 3, pp. 611–627, March 2002.
[29] M. Cheng, X. Fang, and L. Yan, “Beamforming
and alamouti stbc combined downlink transmission
schemes in communication systems for high-speed rail-
way,” in Proc. of International Conference on Wireless
Communications and Signal Processing (ICASSP), Oct
2013.
[30] J. Guan, X. Ye, and B. Zhang, “Performance analysis
of a scheme combined stbc with beamforming in spatial
correlated channel,” in Proc. of International Confer-
ence on Networks Security, Wireless Communications
and Trusted Computing, April 2009.
[31] S. M. Alamouti, “A simple transmit diversity tech-
nique for wireless communications,” IEEE Journal on
Selected Areas in Communications, vol. 16, no. 8, pp.
1451–1458, Oct 1998.
[32] V. Vakilian and H. Mehrpouyan, “High-rate and low-
complexity space-time block codes for 2 × 2 mimo
systems,” IEEE Communications Letters, vol. 20, no.
6, pp. 1227–1230, June 2016.
[33] S. Zhou and G. B. Giannakis, “Optimal transmitter
eigen-beamforming and space-time block coding based
on channel correlations,” IEEE Transactions on Infor-
mation Theory, vol. 49, no. 7, July 2003.
